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S Context and motivation

1. 4.9 billion units shipped in 2022 and forecasted to reach 7.6
billion units in 2027 [

2. Privacy and surveillance risks of sensors carried on person
(location, sensor data, connection metadata, etc.)

3. A complex protocol saddled with compatibility baggage

(Interesting protocol level firmware vulnerabilities)

Hard or impossible to distribute updates

Existing QA and certification does not test for malicious data

6. Firmware and driver may be able to circumvent device OS security

(O NN
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S Context and motivation

1. The user-friendly name i e T 2
(changeable by the user) pluetoeth

2. MAC (BD_ADDR) (mostly Bhetoot ) SN
randomized, changes every ‘ o
few minutes) ‘ . 4

3. Every radio chipset has Not Connected 7
quantifiable unique features JBL Go3 Not Connected ““1iggsﬂ
(slight changes off -dideal JBL TUNET3ONC T...  Not Connected e sl Aevice
standard defined way to Not Connected et b,
communicate). Can not be WH-1000XM5 Not Connected Sound Settings
changed Remove Device

TV
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S Bluetooth Stack [Simplified]
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S Background

1. ISM band 2.402 GHz - 2.480 GHz
(same as WiFi, ZigBee, Microwave owens ..)

2. 79 channels, each 1 MHz of bandwidth for Bluetooth Classic
3. 40 channels, each 2 MHz of bandwidth for Bluetooth Low Energy
4. Frequency hopping spread spectrum (FHSS)

[2]

2.4835GHz
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S Background

Bluetooth classic packet BLE packet
Bits 72 54 0-2790 Bits 8 32 40 - 2080
Access Code Header Data + CRC Preamble |Access Adress| PDU + CRC
4 64
Preamble Sync Word Trailer :
24
LAP

LAP Ox9E8B33 or AA Ox8E89BED6 used for discovering devices 1in range




Cyberchess 2023

Bluetooth security/privacy

S Background

1. We can
2. We can

reliably identify device by its user friendly name
reliably identify device by its BD_ADDR

3. We can try to identify device by 1its RF fingerprint?
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S Background

1. We can use Bluetooth dongles / Bluetooth hcitool
2. We CAN use Software Defined Radio (SDR)
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S Background
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S Gathering dataset
— 2x USRP B210
. | 2. Android smartphone

=

: (master)
- 3. Device under test (DUT)
4. Robot-hand

)

Everything is optically
decoupled
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S Gathering dataset

1. Turn on DUT 1in pairing mode

2. Close Faraday cage

3. Start SDR recording

4. Run Android Debug Bridge (ADB)[® script
a. Turns on Android Bluetooth scanning
b. Connects to DUT
c. Exchange data (play a song, interact with specific app,

etc.)

d. Turn off Android Bluetooth

5. End SDR recording

6. Write metadata

1 experiment = ~23 GB of data
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S Gathering dataset

1. Bluetooth device radio
recording dataset in isolated
environment

2. Metadata: radio parameters,
event description, timestamps
of connection phases

[TTTTTTTTTTTTTTTITTTTTITT

Amazfit_Band_5
Apple_AirPods_(3nd_generation)
Apple_AirPods_Pro_(2nd_generation)
Apple_Watch_SE_(2nd_Gen)
Apple_Watch_Series_8
Beats_Solo3 _Wireless
Bose_QuietComfort_Earbuds_II
Fitbit_Charge_5
Fitbit_Versa_4

Galaxy_Watch5
Garmin_Instinct_Crossover
Garmin_Venu_SQ
Garmin_Vivoactive_4
Google_Pixel_Buds_Pro
Google_Pixel_Watch
Huawei_Band_3e

JBL_TUNES10BT

Others
Raycon_The_Everyday_Earbuds
Samsung_Galaxy_Buds2_Pro
Sony_WF-1000XM4
Sony_WH-1000XM5
Xiaomi_Smart_Band_7
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S Gathering dataset

[4]

[4]

USRP X310
Data

Energy
Detection

Multiply with
closestch. }—»
freq.

Save detected
waveforms on
disk
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S Gathering dataset
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S RF Fingerprints
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S RF Fingerprints

—— Raw data
CFO corrected
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S RF Fingerprints
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S RF Fingerprints
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Bluetooth security/privacy

ot s _ _ _ _ KNN accuracy of 0.97 1in
ideal conditions

Galaxy_Buds_2_Pro
Garmin_Venu_sQ

Garmin_Vivoactive_4

3
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o
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g

Google_Pixel_Buds_Pro

samsung_Galaxy_S20_FE

Airpods_3rd_gen  Galaxy_Buds_2_Pro

Garmin_Venu_SQ Garmin_Vivoactive_&oogle_Pixel_Buds_Pro  Mi_Band_7

samsung_Galaxy_520_FE
Predicted label




Cyberchess 2023 Bluetooth security/privacy

S RF Fingerprints

Demo:

1. HackRF with modified Bluetooth sniffer!l®]
2. Individual waveforms

3. RF Fingerprints of captured data
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S RF Fingerprints

Potential use cases:

1. Tracking
a. Obvious privacy 1issues

2. Secure facilities
a. Can we detect untrustworthy devices?

3. Cyber-attack by identification of a specific Bluetooth device
model / hardware version / Bluetooth version to exploit
device-specific vulnerabilities
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S Moving up the stack
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S Bluetooth Implementations

1. Many embedded chip producers and closed source
implementations.

2. Out of the 30 implementations tested, 25 had
vulnerabilities detectable by fuzzingl™.
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S Bluetooth Fuzzing

Fuzz testing is a technique that uses random or
semi-random test data to probe well-behaving protocol
for new vulnerabilities or unexpected behavior.
Bluetooth has a stateful data protocol with
multi-stage connection interactions.

Limitation: Purely random fuzzing risks state
disruption and lessens meaningful vulnerability
detection.

Usual fuzzing outcome is device crash, disruption or
deadlock.

Bluetooth security/privacy
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S Fuzzing for Vulnerabilities

1.

2.

Memory Corruption (overflows, use-after-free).

Protocol Implementation Flaws (weak encryption,
non-compliant pairing).

Denial of Service (exhaust of resources, crashes).

Information Disclosure (disclosed keys or personal
data).

Undocumented Features (unknown added functionality of
unclear quality, data gathering).
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S Dynamic Fuzzing Approaches

1. Instrumentation and Debugging - additional monitoring
of the program under test (gather data at the time of
the execution).

2. Emulation - used for vulnerability detection in large
closed codebases (closed firmware analysis).
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S Notable Fuzzing Tools

L2fuzz (2022) is an easily manageable Python fuzzer for the
software (driver) parts. Aiming at the L2CAP layer and covering
19 states of the protocol it can fuzz Protocol Service
Multiplexer (PSM) Port 1 (SDP) and can be used with a standard
BT dongle and Linux OS.

BrakTooth (2021) is a firmware fuzzer, mostly for the BT
Classic audio and automotive hands-free systems, aiming at the
Link Manager and Baseband. Most effective exploits are the
Invalid-Timing-Accuracy (overload by sending malformed timing
data and repeatedly reconnecting), and the
Invalid-Setup-Complete (disrupting audio by sending incorrect
setup information)!®!. It requires ESP-WROVER-KIT devkit with a
modified firmware.
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Model: UB500 /4

Cyberchess 2023
= &ROH'S{
a4

S Video / Demo

For the purpose of simplify the testing process we have made FE
a few python scripts that: »

Reads blue_hydra database and lists BD_ADDResses, names.

Launch
Launch
Launch
Launch

any of 24 known BrakTooth fuzzing exploits (PoCs).
BrakTooth fuzzer GUI.

modified L2fuzz fuzzer to fuzz L2CAP PSM Port 1.
modified L2fuzz fuzzer to list profiles the SDP

reports.

The device that will be tested with L2fuzz is an unmodified
TP-Link Bluetooth 5.0 Nano USB adapter UB500 connected to the
Windows 11 laptop. Due to the randomness of the data, a crash
can not be guaranteed, but we will try! ;)
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Model: UB500 /4

B RoHS
(0N o

[R]201-210183"

S Windows Crashes [multiple]

Preconditions: BD_ADDR, device NOT paired, latest TP-Link (Realtek) driver.

Outcome: BSOD (W10, W1l) or complete freeze (W8.1).

Possible error codes observed (depending on the fuzz sent):

° PAGE_FAULT_IN_NONPAGED_AREA (invalid memory access in RtkBtfilter.sys that is a
Realtek Bluetooth driver used in TP-Link Bluetooth 5.0 Nano USB Adapter UB500).
E.g. Operation triggering the crash: a MOV instruction ( mov [rax+r9-8], rdx’)
located at the relative offset “0Ox76ff0".

° SYSTEM_THREAD_EXCEPTION_NOT_HANDLED (caused by BTHAvrcp.sys related to Bluetooth
Audio/Video Remote Control Profile that is required to play Bluetooth audio on
Windows) .

e WDF_VIOLATION (caused by USBXHCI.SYS when the Bluetooth device 1is connected via
USB3 causing the host controller driver to violate Windows Driver Framework
rules).

e DRIVER_IRQL_NOT_LESS_OR_EQUAL (caused by Wdf01000.sys, a software component that
helps run other drivers, tried to access memory it wasn't supposed to, breaking
the system's rules.)
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S Prevention

Acceptable Bluetooth device list (types, tested
models) .

Organizational inventory policy - periodic
scanning intervals.

Policy for Bluetooth usage in a hostile
environment.

Pairing only in a secure location (not the IT
store).

If possible, disable unneeded profiles and
services.

Turn BT off when not using (better than
non-discoverable mode).

Maintain software versions.
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